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FLECS in actie:
Windparken op zee trotseren de digitale storm
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Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDB
23.97.162.248

Microsofil Corporation 2 $SL Certificate 220 Welcome to MHI vestas Gffshore Wind SFTP Server

[ ]
= Netherfands, Amsterdam Issued By 530 Mot logged in. username/password incorrect, wser disabled, or user logged in too many times
Y m |- Common Name: 214 The server supports the following commands:
i QuIT

DigiCen Giobal G2 TL5 RSA
SHAGE 2020 CA1 PASE

y |- Orgarizazion: FRIT

Nordex Control - Wind Farm Portal (ver. 13.04.00) GUT_LOSTEN [} DigiCert Ine USER
93,227.38.164 HTTPf1.1 288 OK b

Issued To:
pededaGad.dipd tipeonnect.de Date: Sun, 85 Jan 2025 14112132 @AT e

|- Costenon Mame:
Deuische Telekom AG server: Jetty/3.1.8 (Windows 2000 5.8 ¥36) e e

= Germany, Wismar serviet-Engine: Jetty/3.1 (ISP 1.1; servlet 2.2; jave 1.6.8_14)
content.-Type: text/htal; charsetautf.s |- Orgarization:
set.Cookie: jsessionid=seaktimi;Path=/13_e4_ge Vestas Wind Systems AIS
Set-cookiez: jsessionid=seaktimi;versions=1;Pat...

Nordex Control - Wind Farm Portal (ver. 13.04.00) GUT_LOSTEN [} e
217252185 248 HITP/1.1 288 OK

pAIMchefd diph 1-ipcennect.de. Date: Sat, ©4 Jan 2025 17:39:60 GMT

Deutsche Telekom AG Server: Jetty/:. 1.8 (Windows 2808 5.8 x96)

'-Gemm. Wisrnar Servlet-Engine: Jetty/3.1 (59 1.1; Servlet 2.3; java 1.6.9.14) i LON' 100 5
content-Type: text/html; charset=utf-g .

set.Cookie: jsessionidenifpinel;rathe/13 @4 o8 - 3 2 ® 2 ® 3

set.cookies: jsesslbnimsfujnei;\rersimhz;nt, 0 welnul:le. This Web site provides access to a LonWorks™ network. It is hosted by an i.LON® 100 Internet Server. You can use this i,LON 100 server for:
* Alarming

+ Data logging

s Scheduling

s Web-based monitaring and control

* Remote network access via RNL

Nordex Control - Wind Farm Portal (ver. 11.06.12) Weilersbach [J e enam/AWE

* Integrating disparate devices.
192109 235.163 HTTP/1.1 200 OF « Interfacing to local hardware

L“’g:"" 92-109-235-163 publicip mde Date: Sat, 84 Jan 2015 @1:87:18 GHT % Memaming dafe sndlime

Wireless Logic mdex GmbH server: Jetty/3.1.4 (Windows 1008 5.8 x96) Click the Service button ta access the L.LON 100 server configuration Web pages. Click on the Standard button to access @ set of demanstration web pages that use the
Serviet-Engine: Jetty/3.1 (359 1.1; Serviet 2.2; java 1.6.8 14) new i.LON Vision toolkit.

™= Gemmany, Uim .

content-Type! text/himl;charset=2859 1 For more information on the i.LON family of products, including software updates, please visit www.echelon.com/ilon.

Set-Cookie: jsessionid=2jbebikh7t;rath=/11_86_ 12
set.Cockiez: jsessionidezibsbkhrtversionsil;P...
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Darkweb handel

Q DOMAN X |[Q 2

Showing results for a Domain query, search instead as

Hacking 15 Leaked o, Instant o Compromised *1¥ Breached Finished
=y 1]

Discussions Credentials Messaging Accounts Servers Intelligence

FILTERS Clear al ype to search... @ Fields v &= Full Credentials [l &) <« [1 SaveQuery

[ any TimE

Usemame Password Q" Source Source Type Posted Date

(© SOURCETYPE 1291944145d09... Blue clond Instant Messaging Jan 27, 2025

o P e et 09894219d74bf... Moon Cloud | Co..  Instant Messaging Jan 25,2025
Credentials Lists
09894219d74bf... Moon Cloud | Co... Instant Messaging Jan 25, 2025
Instant Messaging
. a17f7817dbc3cl... ¢ DANEEDN.. Instant Messaging Jan 25, 2025
Webmail Markets

a17f7817dbc3ce1 ... R A NICTOT Instant Messaging Jan 25, 2025

SOLBGE {i: dd22a515c98f6... base 34 | url:log:.. Instant Messaging Jan 24, 2025
Q Type to search

dd22a515c98f6... base 34 | url:log:... Instant Messaging Jan 24, 2025

+ RussianMarket
dd22a515c98f6... base 34 | url:log:... Instant Messaging Jan 24, 2025
+ FreeLog:PassForAll
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Ministerie van Economische Zaken Ministerie van Justitie en Veiligheid




OT & CYBERSECURITY
CONFERENTIE &) ® & D@

Supply chain aanvallen

Multinational tech firm ABB hit by Black Basta ransomware attack

By Lawrence Abrams

Custom Backdoor Exploiting Magic Packet Vulnerability in Juniper
Routers

B2 Jan 23,2025 & Ravie Lakshmanan Malware / Enterprise Security

WE MAKE NETWORK
PENTESTING EASY.

WVONAHI

@ CIS Hardened Images®

Swiss multinational company ABB, a leading electrification and automation technology provider, has ’ i
suffered a Black Basta ransemware attack, reportedly impacting business operations. 3 ‘ .EXt ra Se C u ”ty
inthe cloud

Enterprise-grade Juniper Networks routers have become the target of a custom backdoor as part of a Access containerized CIS Hardened

- . I d CIS Foundati
campaign dubbed J-magic. nrg:g:sm :’:ks “oundations

“In response to the attack, ABB
terminated VPN connections
with its customers to prevent the

spread of the ransomware to

e Rijksinspectie Digitale Infrastructuur | Nationaal Cyber Security Centrum | OT Coalitie
Oth ern etWO rkS Ministerie van Economische Zaken Ministerie van Justitie en Veiligheid
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* Cert.pl write-up
. hoezo adva|nced?

. Fortigate... ;l ! — ;
. » Default credentia / ' 1
] chaum e «_ 9

d(CK! Oupi

GETS HIT BY/AKNOWNEXPLOIT
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Maandag 29 December

e Cert.pl write-up
* Intentie tot sabotage
* Kennis inhoudelijk
* Bereidheid om trekker over te halen

* Voorbedachte rade!

* Maandenlange operatie
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Waarom focus op windparken op de
Noordzee?

1.
Energietransitie

2. 3.
Digitalisering Velligheid
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Elektriciteit uit offshore
windparken essentieel
onderdeel Nederlandse
energievoorziening

Grote ambities
Nu 4.7 GW

2032 rAN
2040 30-40 GW

|
)
/"‘ g

Geinstalleerd
vermogen

- {Planned wind farms (zones)

@ﬁ}“ I

o —

Operationele en geplande offshore windparken in Nederland

Total (planned) %
capacity 9

@ Borselle ~1.5GW

@ Hollandse Kust Zuid ~1.6GW e .
© Hollandse Kust Noord ~1.0GW

O Hollandse Kust West ~2.1 GW

© muiden Ver ~ 6.0 GW

@ Nederwiek ~ 6.0 GW

Ten noorden van de ~0.7 GW
Waddeneilanden

© Doordewind ~ 2.0 GW

Legend

[ Operational wind farms ~ 4.7 GW
B Wind farms under construction ~5.5GW
~11.5GW
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Noordzee als EU’s

Green Power House

North Seas Energy Cooperation

Grote
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Geinstalleerd
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North Seas

Energy Cooperation
 Timelines database
Status: 23 October 2025

Legend

Wind energy development zone
search area

. Wind energy development area
wind energy site

* [ Development site
under pre-investigation

d M Wind energy site for tendering
M Wind energy site awarded
1 OWF approved
- IMOWF under construction
I OWF in operation
OWF decommissioned

Boundaries

— Exclusive economic zone

|__INSEC coverage area
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Digitalisering en autonomatisering van offshore wind

Digitalisering biedt kansen voor:

- ) * Monitoring en toegang op afstand
* Virtuele inspecties

* Voorspellend onderhoud

MAAR, meer verbindingen en geautomatiseerde beslissingen-

> vergroten kwetsbaarheden
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Energie infrastructuur
op de Noordzee is een
-strategisch doelv i} :

‘ A

Rijksinspectie Digitale Infrastructuur | Nationaal Cyber Security Centrum | OT Coalitie
inisteri ievan

Ministerie van Economische Zaken Ministeri Justitie en Veiligheid
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Voorbeelden offshore wind sector

Sabotage aanval ViaSat
satellietcommunicatie
(verstoort ook monitoring van
5800 windturbines Enercon)

: Ransomware aanval Ransomware aanval op
| @ op windturbine windturbine fabrikant
- fabrikant Vestas Nordex Group

06

Mogelijke impact
O Data exposure
@ Loss of control

6 Operational downtime

a Outage

Ransomware aanval op
beheer- en onderhoudsbedrijf
Deutsche Windtechnik
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Botsende belangen energietransitie & nationale veiligheid

Sweden scraps plans for 13 offshore Chinese firm's Highland port plans
windfarms over Russia security fears blocked by UK government

25 March 2026

Decision comes after military concludes projects would Share <4 Save [] | G Addas preferred on Google ‘

complicate defending Nato's newest member against attack T —————————

| Macinnes, BBC Scotland News

I

2 /s

0 Sweden’s defence minister, Pal Jonson, said the projects could have interfered with sensors and radars vital

to the country's defence. Photograph: Universal Images Group/Getty Images Ardersier Port is  former oil and gas fabrication yard being redeveloped for the renewable industry

Rijksinspectie Digitale Infrastructuur | Nationaal Cyber Security Centrum | OT Coalitie
Ministerie van Economische Zaken Ministerie van Justitie en Veiligheid
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Fieldlab Energy Cyber Security

Publiek-private samenwerking tussen

* Ministeries EZK, BZK (AIVD), Nationaal Cyber Security Centrum
*  Offshore wind keten: TenneT, windpark operators, OEM’s, O&M
* (Cybersecurity bedrijven

* Onderzoekers/kennisinstellingen

* EnergyInnovation NL (TKI Offshore Energy)

Als onderzoek- en innovatieprogramma onder coérdinatie van TKI Offshore Energy

Inverbinding met
Programma Bescherming Noordzee Infrastructuudr,
Noordzee landen (NSEC), NAVO en EU initiatieven
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FLECS

Ambities Program
Plan

d: Het nlveau van cyberbevelllglng in

Rijksinspectie Digitale Infrastructuur | Nationaal Cyber Security Centrum | OT Coalitie
Ministerie van Economische Zaken Ministerie van Justitie en Veiligheid
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Functies

Beleidsadvies
Kennisdeling binnen Community
Onderzoek- en Innovatie

Human-capital (skills en mensen)
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Hoe brengen we dit in de praktijk?

Lange termijn / verder vooruitkijken

Korte termijn / hier nu acties
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Hands-on training & bewustzijn

* Deelnemers

* RWE

* Eneco

* TenneT

» TKI Offshore Energy
* Siemens Energy

* NCSC

* AIVD

Level 1
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Hands-on training & bewustzijn

e |

. 1 ' i ! ’
QFFSHORE WIND ENERGY INF;RASTPJ'UCTUR‘E

i

i 1 = s N TR

JACKET WIND
TURBINE
GENERATOR

OFFSHORE ONSHORE
TRANSFORMATION TRANSFORMATION
—=+——-STATI
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Hands- on tralnlng & bewustzijn
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Hands-on training & bewustzijn
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Operatie windshield

* Hosts  Deelnemers

a=>TenneT

ationaal Cyber Security Centrum
linisterie van Justitie en Veiligheid
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Operatie windshield

Attack Path 1: Attack Path 2: Attack Path 3:
 Compromise wind « Compromise wind  Bring down the
parks through The parks through the OEM
Network Service OEM
Provider
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Operatle wmdshleld

CRisIS EXERCISE/ /. I" callyou, YN
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Ongoing research
* Doelen e Aanvalsoppervlak sector
* Keten inzichtelijk maken * OSINT & scanning
* Structurele issues in kaart » Groepsdiscussies & interviews
* Advies geven » Zoeken naar de gemene deler

* Scenario’s met potentieel grote
impact helder hebben

* Openbaar rapport!

* Nog vol op bezig, doe mee!
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FLECS
Program
Plan

?
|
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Princi aISé rity Specialist & T

Download hier
het FLECS-

brogrammaplan
Of scan QR code
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