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- Eerste 10 mi ten — Theoretische context van OT Security Risico.
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De (meest gebruikte) industrie standaarden voor security
risico management in OT omgevingen

. Eeninternationale standaard voor beveiliging van De ISO 27000 serie biedt aanbevelingen voor best practices
Industrial Automation and Control Systems (IACS). Richt op het gebied van informatiebeveiligingsbeheer: het beheer
- zich op defense-in-depth, risicogebaseerde van informatierisico's door middel van maatregelen
ne aderi gen en veilig systeemontwerp. (controls. I o
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Verschillen en
overwegingen bij
gebruik

*|[EC 62443-3-2 kan worden gezien als een
gespecialiseerde uitbreiding van1SO.27005
voor OT-omgevingen.

*U kunt ISO 27001 en 27005 gebruiken als
overkoepelend raamwerk voor het
risicomanagement van uw organisatie en
vervolgens IEC 62443-3-2 toepassen voor de
gedetailleerde risicobeoordeling van het
IACS, IEC 62443 geeft daarbij OT-specifieke
tools.
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De high level risico beoordeling/

Hiermee kunt u op relatief snelle wijze de grootste risico’s binnen
een automatiseringssysteem bepalen.

Activiteiten:

Identificeer het system under con 'de tion i o
()
J Doe een hoog over risico analys
BIA, worst case incident sce ):

- dmale impact
Threat like

() () (] Al
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ial risk assessment

Start

Initial system architecture y
diagrams and inventory.
Company palicies,

Updated system architecture

diagrams and inventory with
regulations, tolerable risk System Under Consideration IACS extemal services and

guidelines, efc. (SUC) support idEI'lLifled _
— o
—
L -—/ ~

ZCR 1 = Indentify the

h J

Existing PHAs and other
relevant risk assessment and
corporate risk matrix

ZCR 2 — Perform an initial
cyber security risk

B assessmant

— — T

—

Initial evaluation of risk

Standards and best ¥
praclices, policies, supplier Initial isad d
uidelines, criticali _ it nitial or revised zone an

g Hes ﬂgﬁ 5| ZCR 3 - Partition the SUC conduit diagram
" y into zones and conduitst
[functional specifications, etc.

\R_/ B —

ZCR 4 - Initial risk
exceeds tolerable risk?

Yas

ZCR 5 - Perform a
detailed cyber security
risk assessment

Residual cyber security risk
......... w{ and SL-Ts for each zone
and conduit

-

>
h 4

Company palicies, ZCR & - Document cyber
regulations, tolerable risk |- »  security requirements, S
guiclelines, elc. assumpticns and constraints
_— =

- —

— -
ZCR 7 - Asset owner
approval
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Probability of Failure on Demand [PFD]"Risk Reduction Factor (RRF) I

10"to 1072
Enkele aandachtspunten =

10° to 10°* "1,000 to 10,000
10*to 107 10,000 to 100,000
1. Zorg voor consistentie met het bestaande risico beleid. ;
Gebruik:
* Business impac criteria (voor de BIA). Consequence
Significant Time & Operati
® C iteria VOOor he We rg en van Kd o Minor Probh Some Disruption Resources Sper |o|ns Busi Survival
. . Y i pren | oo | Roawea | Somey | oot s
e RISI 0 matrix en risico acc | . nomnal day o day | 0.9 9aTae8 | (0.9 9aM29¢ | (e.g.between | (e.g. damage >
processes s netween $10 Million and $25 Million
and $1 Milion) Million and $10 $25 Million)
Million)
Almost Certain
(e.g., Greater than High High
90%)
Likely
(e.g., Between 50% Moderate High High
and 90%)
=
8 Moderate
= | (e.g., Between 10% Moderate High
2 and 50%
- Unlikely
(e.q., From 3% to Moderate High
10%)
Rare . .
{e.g.. < 3% Chance) Moderate High High
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Voorbeelden van kans matrices

Nominal
e
frequent
ie
[incident

cyberinc

ident
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3x103
(0,003)

3x102
(0,03)

3x107?
(0,3)

Zeer

waarschi  Waatschijnlijk. Matlg” .
Tl <90% waarschijnli
JntijK. jk. <50%

90%

3x104
(0,0003)

Zeer
onwaarschi
jnlijk. <10%

3x10°
(0,00003)

Bijna
onmogelijk,
<3%

Likelihood Almost Likely Possible Unlikely Rare
certain
Technical Opportunist | Skilled Moderately | Cybercrimin | State-
skills ic script individual skilled als sponsored
kiddie / team / actors
malicious Hacktivist
insider
Discoverabilit | Connected | Connected | Connected | Separated / | Separated /
y tointernet | tointernet | tointernet | segmented | segmented
network or | network or
physical physical
Accessibility | No access | Simple Role Mature Mature
control / access based access access
shared control access controls controls
accounts control
Vulnerability Multiple Multiple Vulnerabilit | No public No public
vulnerabiliti | vulnerabiliti | ies vulnerabiliti | vulnerabiliti
es. Public | es. Public | Crafted es. Crafted | es. Zero-
exploits. exploits. exploits. exploits. day
exploits.
Funding None Little Some Substantial | Substantial
Time Days Weeks Months Years Decades
for Digital National Cyber Security Centre IACS Coalition

ic Affairs
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Detail risico beoordeling

Verkrijg inzicht in het huidige risiconiveau binnen een
automatiseringssysteem, rekening houdend met potentiéle
dreigingsvectoren en bestaande/geplande
tegenmaatregelen.

Beoordeel voor elke zone, conduit en externe verbinding (!):
* Dreiging

« Kwetsbaarheden (voor alle componenten...)

* Impact/verstoring bij een incident

* Bereikte security level (SL-A) en effectiviteit van
maatregelen

Onderwerpen:
¢ Secure netwerk architectuur

* Conduits (firewalls, netwerk inrichting)

Wy N (Extergvepbindingdete |~ J o) [ [ Lo T &) [ T We| ")) [l N|eo)) [ Jae) JbC

tonical secunty Incigent

Vunerability assessment,
prior audits, vulnerabilty
databases eatc,

Threats, vulnerabilties,
existing PHAs, other risk
assessments

Carporate risk matrix
with tolerable risk

[Updated] List of
COUNtenMeasures

Updated likelihood, impact
and corporate risk matrix

ZCR 5.6 - DetarmineSL-T

ZCR 5.8 — ldentify and

COUNIEIMBasUNes

[Updated] likelinood and
imesct sasesament |-+~

—

2CR 511 - ZCR 5.12 - Identify

Are all residual risks al

O below tolerable countenmessLres

ZCR 5.13 = Document and
communicate

addtional cyber sacurity  fe-

[Updated] list of
countermeasures | G
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De detail risico beoordeling in de praktijk...

v High level risico beoordeling
Een volledige detail risico beoordeling:
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Het beoordelen van de kans....

_Cyber dreiging . x Kwetsbaarheden

otiva ie/motief van de actor: financieel gewin,

« Bekende kwetsbaarheden in hard- en software. -

Dit is geen exacte wetenschap...
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Hoe verbeter je de beoordeling van kans

Om de betrouwbaarheid van het beoordelen van de In de volgende slides gaan we dieper in op de tools:
waarschijnlijkheid te vergroten, moeten organisaties
overwegen om het volgende te gebruiken:

. D
T 9 Q. | .. 9. _ * SuC, zones en security levels.
erk in een multidisciplinair team met.verschillende

* Visualisatie van:
L)
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Leved 4/5: Internet and WAN

SL-T=3

. . . g
Visualiseer SuC, zones en security g Fysieke toegang
levels (voorbeeld 1) ]
E Legenda
; niet in scope —>
i Netwerk connectie |_.'
l VPN
!
% i Attack path
g . SuC
g
RSN :
YT Y P /
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Visualiseer SuC (voorbeeld 2)

e.vpms® HW unit
sensors acquisition
station (ADC)

evpms®

e.vpms® HW »ubmt (( ) WiFi ( )) *¥ Central Processing Unit :
sensors acquisition é """""""" A = ' /
station (ADC) Master Server () Control Room Operator

User Client

e.vpms® HW unit
sensors acquisition
station (ADC)

e.vpms® HW unit o
sensors acquisition Web APIs
station (ADC) | ssem = e.vpms® y

Central Processing Unit o SCADA values for
Spare Server |7 Pipeline status
e-vpms® HW unit | o 1) IPERTUBE Web 7] access
sensors acquisition Interface

station (ADC)

OPC Server

| AN g
H . Customer Intranet
0 | TTP FTP TSFTP
I | , 3 Client
\ INTERNET
Y P / - - - i
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Visualiseer SuC en dreigingsvlak
(voorbeeld 2)

1111111

SMTP Server

REST API

% < l [ '
S=I N 7 = O 8= |
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Hoogover visualisatie
SuC (voorbeeld 3) - TR

Maobike app

Managemeni platiomm

Manufacturer ! Owner / Hacker [ instalar

nfn

-
PV residential installation
Salar pards

=
@wﬂ\ gz

Power cabile
Communicalion low

Saparated by access controls
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Risico beoordelen dmv dreigings scenarios

en threat modeling

* Bewustwording en inlevingsvermoge vergroten: “oh ja” en “ah ok”

o . . o . ® o
COIMNUIK A€ Jallsatie van het Sul o
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Risico beoordelen d.m.v. scenarios en threat

Dreigingsnivo OT Attack TTP’s

- . - e Beoordeling van
Threat Actor Mogelijkheden, Relevant scenario | Mogelijkheid van initiatie *** eocc)o:?:luiti é Detecteren en
motivatie en kunde blokkeren ** ****

Interne/Ext
erne Actor

Gebruik de NCSC Zijn de conduits,

Indien een scenario inschalingsmatrix om de mits veilig Beoordeel OT/ICS TTP’s
Een engineer introduceert onbedoeld Werknemer/C niet relevant is hoeft waarschijnlijkheid van de geconfigureerd, en
een virus via verwijderbare media (USB) WIai{Ygz ontractor LAAG-LAAG-HOOG SL-T=2 het ook niet aanval te bepalen. Alle effectief inhet  detectiemogelijkheden
of een externe verbinding. uitgewerkt te scenario’s met een voorkomen en met Mitre Att@ck of

worden waarschijnlijkheid van > "1 detecteren van Bowtie
Remote" worden overwogen. de actor TTP?

Een hacker introduceert malware via
een social engineering aanval bij een

Hacker -

criminele
ICS toeleverancier/dienstverlenende . 3-Prohahle Riiv: FWs. RAS.
.. / . Interne groep via MED-HOOG-HOOG SL-T=3 JA . —
partij. De toeleverancier infecteert het Target Motivation Resources
. . Werknemer/C
ICS netwerk tijdens het uitvoeren van
ontractor
onderhoud. SL1 Casual or No Attack Mistakes Non- Individual
Criminele groep infecteert het ICS met Hacker - coincidental Skills intentional
ransomware via bestaande . violations
N . Externe criminele HOOG-HOOG-MED SL-T=3
connectiviteit tussen de IT-omgeving en groep SL2 Cybercrime,  Generic Low Simple Low (Isolated
de OT-omgeving. Hacker Individual)
Een Cnmmel_e groep hackt het IT- SL3 Hacktivist, ICS Specific Moderate Sophisticated Moderate
netwerk en infecteert een voor het ICS Externe Hacker - MED-HOOG-MED SL-T=2 Terrorist (Attack) (Hacker
kritieke server (bijv. planning, finance) criminal group Group)
met malware. SL4 Nation State  ICS Specific  High Sophisticated  Extended
(Campaign) {Muilti-
. disciplinary
Geen standaardwaarden, niet voor elk ICS hetzelfde Teams)

Intern gebruik

(een DCS vergt bijv hoger kennisnivo dan een PV managementplatform)
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Visual scenario: Social engineering attack

Intern gebruik

-
|

1nii=--0

*o_ LXJ ||||||---O|
IT Workplaces Domain
Controller
[um---o] [um---0o]
[nm---of [1m---o]
i === 0 =0
File Shares Citrix

mnii---0

1ni---0

i -=- O 1 ---0
nm---0 i === 0
Business Planning Jump
and Logistics Boxes
IT Network

Endpoint

[um---o]

[im---of

[mm---0]

[nm---o]

[mm---0
T

Domain
Controller

|IIIIII-ﬁIL

SCADA Process
Server (Read)

|IIIII"-°I

[imm---of

[um---o]

[m---o]

I.IIIII---O. I.IIIII---O. E
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Visual scenario: laterale beweging icm DC trust

Endpoint
| ‘/I —-o\ [11111-:- 0 | [um---o] [um---o]
«~ Iﬂ-l- | 1i---0 -0 un—ol __ [11111---O |
—— e e L
o-[x] [mo] o] | Qo] I
T e
IT Workplaces Domain Domain SCADADro Ss SCADA Process C_,;’ )
Controller Controller Server (Rei'd) Server (Write) l [©)
(i \ ™ L::D
>
[i=e]  [mneo] gl (| o] / Substatonsite
[nm---o| [1m---o] - O
1nii=---0 1ni==-0 T ) E
T T T r o
File Shares VDI SCCM wsus‘ OPC &:’j
\ Server GS
I|||||...°I I|||||...°I IIIIII'"OI IIIIII"'OI \ 5;\\1‘
" " . . — ~
I|||||'"°I ||||||"'°| I|||||...g L|||||...°I \» Substation / site
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NCSC Inschalingsmatrix

Question
Vulnerahility default present

Option 1
No

Option 2
Not sure/Yes

Option 3

Is code available to exploit

None

Concept

Yes

Are technical details available

None

Some

Complete

Required access

Physical

LAN

Internet

Needed credentials

Admin

User

None

Complexity to exploit

Complex

Average

Simple
ToETEy

User interaction required

Complex

Simple

Automatable or
scriptable

Is vulnerability being exploited

Yes

Limited

Common

Is an exploit expected

None

Yes

Patch available

> 2 months

<= 2 months

None

24

DI

This is based on the “inschalingsmatrix” (Dutch for “classification
matrix”) from the Dutch National Cyber Security Institute:
https://www.ncsc.nl/documenten/publicaties/2019/julif02 finsch

3 Probable

Intern georuik

alingsmatrix
Scale
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Attack vector & TTPs weergegeven in een attack tree

I

Take cnmrnl over

Supply chain
compromise

EVSE app

| &,

Sofware update
Process compromise

E\r app

A

soenar o 2)

privi IWW account

Escalate priviages

Compromise

BCCRLS

AN

Intern gebruik

Cnmpromlse
EMS man, mme J

(SCGHSW 1

Compromise
EVSE vendor portal
(scanario 1)

L

ExpioRation of weak
authentication
mechanisms

"y

Exploitation of
sofware
wuingrabilities

|

Insider threat ‘

' ™y

Compromise
privileged account

AN

Y

Exploitation of weak
authentication
mechanisms

Exploitation of
sofware

Exploitation of default

credentials
and weak

Compromise
access credentials

—{ Escalate privileges

-

Software update
process c

Insider threat

4{ Escalate privieges
Compromise
- | atcess credentials

./

J .
Supply chain [

v
accass credentials

Attack scenario

Impact

Likeliho

level

od
Gain Unauthorized Access to the Management Platform | Moderat Likely
e

Exploit vulnerabilities to remotely access and control Minor Likely Medium
EVSE

Gain Unauthorized Access to the EMS Platform Minor Likely Medium
Compromising EVSE app Mocierat Possible | Medium
Compromising EV app Minor Possible | Medium
Compromising CPO Moderat Unlikely | Medium

Yot AR UL

L|keI|hood Attack Path

Likely Exploitation of Weak Authentication Mechanisms

Likely Exploitation of Software Vulnerabilities

Likely Compromise of Privileged Account

Likely Privilege Escalation

Possible Insider Threat

N [ ‘
Ministry of Economic Affairs




Initial Access

Ezecution

Persistence

Privilege Escalation

The adwersany is trying bo get
inko your IC5 environment.

The adwersary is trying bo run
code or manipulate system
functions, parameters, and data
in an unauthorized way.

The adwersary is trying to
maintain their foothold in
your [C5 environment.

The adversary is trying to
gain higher-level
pPermiszions.

Defense Evasion

Discovery

Lateral Movement

The adwersary is trying to awoid
security defenses.

The adwversary iz locating
information to assess and
identify their targets in your
environment.

Collection

Command and Control

The adversary is trying to
miowe through your [CS
environment,

Data Historian Compromize

Change Program State

Account Manipulation

Abuse Elevation Control Me:

Abuse Elevation Control Mechanisn

Account Discoveny

TOE17F Drive-by Compromise

Engineering workstation Comprdg

Euploit Public-F acing Applicatiol

Hardware Additionz

Command and Scripting

Execution through AF]

BITS Jobs

Access Token Manipulation

Access Token Manipulation

Application Window Discovery

Bootor Logon Autostart Ex

Eoot or Logon Autostart Exe

EITS Jobs

Erowser Bookmark Discowery

External Hemote Services

Eicot or Logon Initialization 9

Eoot or Logon Initialization 5

Deobfuscate!Decode Files or Inform)

Control Device Identification

Internal Spe arphishing

The adversary is trying to
gather data of interest and
domain knowledge on your
ICS environment toinform
their goal.

Archive Collected Data
Audio Capture

Clipboard Data

The adversary is trying to
communicate with and control
compromised systems,
controllers, and platforms with
access o your ICS environment.

Communication Through Remow.

Connection Progy

Internet Accessible Device

Exploitation For Client Execution

Inter-Process Communication

Fhishin Panin the Middle
[lative AP
T0262 Supply Chain Compromis| Frogram Crganization Units

Trusted Relationship

Browser Extensions

Create or Madify System Pray

Direct Volume Access

Dlomain Trust Diseawery

Lateral Tool Transfer

TOE1 Data from Inkormation A

Dlata Encoding

inhibit Response Functio) Impair Process Control

prevent your safety,
protection, quality assurance,
and operator intervention
functions from responding ko
afailure, hazard, or unzafe

Impact - ICS

The adwersary is trying to
manipulate, disable, or damage
physical contral processes.

The adwersary is trying to
manipulate, interrapt, or
destroy your IC5 systems,
data, and their surrounding
environment.

Auctivate Firmware Update M

Block Serial COM

Brute Force 10

Change Program State

[azquerading

Compromise Client Softwarg

Create Account

Event Triggered Execution

Group Palicy Maodification

Execution Guardrails

File and Directory Discovery

Program Organization Units

Diata from Local System

Diata Obfuscation

Data Destruction

Ezxploitation For Defense Evasion

110 Mo dule Discovery

File and Diirectory Permissions Mod

Event Triggered Execution

Hijack Execution Flow

Group Paolicy Modification

Rletwork Service Scanning

Fiemote File Copy

Diata from Metwork Shared D

Dynamic Resolution

Femote Service Session Hijas

Euternal Remote Services

Frocess Injection

Hide Artifacts

Metwork Share Discowen

Project File Infestion

Hijack Execution Flow

Walid Accounts

‘wireless Compromize

Attachme

Scheduled Taskddob
Scripting

T0E74 Hool

TO857 Systemn Firmware

Shared Modules

Office Application Startup

Software Deployment Toals

Pre-05 Boot

System Services

‘wWindows Management Instrume|

| T0&21 Modify Controller Tasking

TTPin IT i@
EmployeeiContractor scenarios
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Program Download

Project File Infection
Soheduled Taskidob

Traffic Signaling

Scheduled Taskfdob

Hijack Execution Flow

Impair Defenses

P aszword Policy Discovery

Fieplication Through Remowab

Diata from Remowvable Media

Encrypted Channel

Dlata Staged

Fallback Channels

Dietect Operating Made

Ingress Tool Transker

T1072 Saftware Deployment To

Dietect Program Stake

Multi-Stage Channels

Dienial of Service

Manipulate 10 Image

Madify Control Logic

Modify Control Logic

Program Download

Riogue Master Device

Taint Shared Content

Email Collection

Mon-Application Layer Protocal

Program Download

T0272 Indicator Femowval on Host

Feripheral Device Discovery

Indirect Command Execution

T1616 Group Policy Discowery

Lse Alkernate Authentication M 10 Image
Input Capture

Mon-Standard Port

Fiootkit

Frotocol Tunneling

Location ldentification

Prowy

T0243 Masquerading Process Discoverny
Fodify Authentication Process Cuery Feqgistry
IModify Registry Femote System Discovery

Man in the Browser

Femote Access Software

Obfuscated Files o Information

IMan-in-the-Middle

Standard Application Layer Proto

ol

TO288 Remote System Information Discovery

Fre-05 Boot

Software Discowery

Monitor Process State
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APT DragonFly 2.0 voorbeeld
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ICS Cyber Kill Chain als alternatief voor Mitre Att@ck

SCENARIO Harvesting email Design of a malicious  Document sentto target ~ Compromised host ~ Word add-in configured \i/
EXAMPLE addresses from public ~ Word document with through phishing interacts with fake ~ to auto-execute when I
sources. macro. campaign. attacker website. opened. I
I
1
I
\ I
e 6 @& 2 ©
STAGE Achieve Uhjectlve Lateral Movement Lateral Movement Lateral Movement Privilege Escalation
SCENARID Malicious commands sent Access to 0T domain ~ Access to IT domain Credential reuse on Local administrator
EXAMPLE to OT devices affecting  obtained through Active  controllers obtained. ~ workstation estate allows access obtain through
operations. Directory trusts. compromise of server  weak file permissions.
administrator.
N [
Ministry of Economic Affairs
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Maatregelen en kwetsbaarheden

beoordelen: Bowtie

Preventieve & detectie maatregelen Correctieve, detectie & respons maatregelen e kunt een bowtie per

scenario opstellen of
s’ 7 .
één voor alle rel
scenarios.

f
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A 1
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Y
#
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Foundational - Selecte
- ) ) Applicable OT : ) _ - - .
Requirement ¥ Security Requirements s—— Security level d Security level Requirement Testing the security requirement
I[EC62443:3-3 - | -~ P - contre ~ - -
The control sustem shall pravide the capability to logically segment contral sustem
1 yes networks from non-control sustem networks and ta logically segment critic.al
control system netw orks from other control sustem netw orks.
The contral zustem shall provide the capability to phyzically segment contral
PLEC. switch. rauter 2 yes sustem netw orks from non-cantral system netwarks and ta physically zegment Demoanstrate that a probe placed in one netwark segment cannat be
L5 5. A Metwark seqmentation firewfall ’ ’ critic.al contral system networks fram non-critical control system netw orks, reached from another [to be separated) segment.
The control zustem shall have the capability to pravide netwark zervices to contral | Depending on the technology uzed far segmentation, use a probe and
3 ves sustem networks, critical or otherwize, without a connection to non-control cannection initiatar as appropriate,
sustem netw orks.
4 yes The contral system shall provide the capabilivg to logically and physicalyizclate
critical control system netw orks from non-critical control system netw orks,
1 The device praviding boundary pratection shall be capable of filkering and \erify that component has functionality to corfigure Blocking and
ne mionitoring traffic. menitering of & giver nietw ork stream traversing it
= o The component shall by default deny all network traffic crozsing the zane ‘Yerify that direct connectionsz to the protected network are disabled by
boundary and permit only traffic by exception. default.
. 5 3 \Yerify firew alling capability by perfarming the following steps as a minimum:
Fostricted The compaonent shall be able ta werk in an “island mode” where na traffic can —Full scan of 2ll TCRPIUDP ports, including IP fragmentation scan.
I 5. A fone boundary protection Router, firew all crozs the boundar, — ACL mapping by fire-w alking from both inzecure and secure zones.
Bara Flaw , . . ’ . ] .
The companent shall respond to failures in the boundar pratectionin a fail-safe | — Test tunneling from the secure side, using e.g. ICMP,ONS,55H,0r HTTP.
4 ves manner, i.e. it shall revert to island mode. IFit iz possible to configure the component with aninvalid configuration
The control zustem shall provide the capability to prevent any communication [e.q. delete all ACL rulez], verify that all connections through the device are
through the contral sustem boundary when there is an operational failure of the  |denied in a failure state.
boundary protection mechanisms [also termed Fail close]. - Werify advanced firew alling capability at least testing with ICMP, or ONS,
or HTTP tunneling.
»
1 The gatew ay shall provide capabilities For identifving and blacking
5 yEs communication violating security policies, e.g. social media content, transfer of ] ] o ) o . o
5257 4 User content fikering Fiourer, firewall images, ete. :::fgéhb.?;zte:dumlatlng security policies, e.g. comman social media sites,
3 The contral system shall provide the capabilivy to prevent bath transmission and '
4 ne receipt of general purpose person-to-person messages.
7
Endnode, switch, rower, |2 The contral system shall provide the capability to support partitioning of data,
|97 5. 4 Application partitioning Firne al : ’ ’ 3 vEeE applizations and services based on critizality to Facilitate implementing a zoning
madel.
4
1 Budit records required by [2.8] zhall be accessible onread-onlv baziz, subject ta | Werify that manual read-only access ta audit logs is available [and subject
Hes autharization. to autharization).
2
PLC, Endnode, switch
|5 & A Audit information accessibiliy - . . 3 . . . .
4 router, firew all . ] . o . Oemonstrate access to audit logs using the vendar's AP Verifu that 8P|
no It zhall be possible to access audit recards using an applization programming . ) . : I .
: 4 . ) access is not possible withaut using the appropriate credentials.
FR - 6 - Timely interface (APl for analysis and other event management purposes.
response to
:uents 1 M.A Mot applicable Mot applicable
a It zhall be possible to continuously monitor zecurity mechanisms which are .
o . . PLC i I . Manufacturer shall document andlor demonstrate that allimplemented
IS & A Continious monitoring L rauter, tirew a 3 provided by a component. . ) . . .
ves s . . . . security mechanisms are continuously monitored or can be continuously
Such menitering may be performed 2. g. by a dedicated intrusion detection . ) ) .
: . : monitored e.g. by event recording or dedicated devices.
q4 zystem [I05] ar intrusion prevention system (IPS].
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Preventieve & detectie maatregelen

Correctieve, detectie & respons maatregelen H e b b e n d e EXt ra

maatregelen het
risico verminderd?
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Lo‘ Dutch Authority for Digital National Cyber Security Centre
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Herbeoordeel het
risico

- Is het risico veranderd door de

Consequence

Minor Problem
easily handled by
nomal day to day

pProcesses

Some Disruption
Possible
(e.g., damage
between 500K
and $1 Million)

High

eid van detectie e Likely
(e.q., Between 50%
and 90%)

ie we/ beterde maatregele rL 0 Almost Certain
. (e.q., Greater than
e kans van initiatie verminderd? 90%)
de snelh

v pOr

NN A ~

Moderate
(e.q., Between 10%
and 50%

Likelihood

Unlikely
(e.g., From 3% to
10%)

Rare
(e.g., = 3% Chance)

Intern gebruik

Moderate

Significant Time & _
Resources DSD:J ﬁl;;s
Feqguired Damaged
{e.g., damage g b -
Mﬁﬁéﬁm ?m $10 Million and
Million) £25 Millicn)

Moderate

Business Survival
iz at Risk
(e.g., damage >
225 Million

Dutch Authority for Digital National Cyber Security Centre ..
Infrastructure Ministry of Justice and Security IACS Coalition
Ministry of Economic Affairs
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Ketenrisico

De waarde van certificeringen
ISO 27001 (ISMS)

* Aantoonbaar en systematisch beheren van
informatiebeveiligingsrisico’s binnen een
organisatie.

Verhoogt vertrouwen en geloofwaardigheid.

Maar: De scope is bepalend voor de toepassing
van security bij klanten.

IEC 62443-4-1 (j.ecure developmen:c)

ABB

Emerson
Autormation

Solutions

Emerson
Automation

Solutions

Honeywell
Process

Solutions

Security

Level

SL1

SL2

SL3

SL4

Ability System
System 6.1.1.x 55A 4.0.0 Level 1
800xA
DeltaV DCS and
System - 15.LTS 55A 4.0.0 Level 1
DeltaV DCS and
System - 14.3 55A 2.0.0 Level 1
System  Experion PKS R510.1 55A 2.0.0 Level 1

Target Skills Motivation Means

Casual or No Attack Mistakes Non-

coincidenta Skills intentional

violations

Cybercrime, Generic Low Simple

Hacker

Hacktivist, ICS Specific Moderate Sophisticated

Terrorist (Attack)

MNation State ICS Specific High Sophisticated
(Campaign)

4/26/2022

12/22/2022

3/7/2019

12/30/2019

Resources

Individual

Low (lsolated
Individual)

Moderate
(Hacker
Group)

Extended
(Multi-
disciplinary
Teams)
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