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Exploring the BSI ecosystem
focusing on network monitoring
- and vulnerability management
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Do you have to deal with
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The number of vulnerabilities is constantly increasing

1. Trend: digital and fully-
networked solutions (HW, SW,

|OtT solutions, remote access,...)
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2022 25.059
2023 28.961
2024 40.077
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NIS 2 & Cyber Resilience Act

® ISi and CRA demand the establishment of a vulnerability management
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How do you retrieve relevant security

information?
There’s a plethora of channels, formats, and content

e Vouss rces VenOS, geie,...)
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CSAF -
Common Security Advisory Framework

achine reada Fomat for Secu 1aY;
Advisories (JSO )
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A jack of all trades for automated

vulnerability management

e

: "Cisco IOS and IOS XE Software Smart Install Remote Code Execution Vulnerability",
) 4 y : "Cisco Security Advisory",

5 T ®2.0%,

I §

) O 5 [ I :
. 3 t : {
| | & 4 ": "cisco-sa-20180328-smi2",
o s =

: "final®,
: "3.0.0",

: "2018-03-28T16:00:002Z",
: "2018-04-17T15:08:412",

117 : "ClSCD I0S and IOS XE Software Smazt Install Remote Code Execution Vulnerability"

uilnerabilities™: [

: "Cisco IOS and IOS XE Software Smart Install Remote Code Execution Vulnerability",

]
"CVE-2018-0171",
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Let’s VEXinate your vulnerability management

VEX (V Inerability Exploitability
eXchange) is a profile in CSAF
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The BSI and CSAF: a passionate team

_* Active participation and contribution in standardization
* CSAF2.0. :
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CSAF in a nutshell

* |nteraction between various

OS tools

e  Automatable retrieval and

dissemination

* CSAF Aggregator @ BSI

pr

CSAF Lister @ BSI
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CSAF Trusted Provider

CSAF Trusted Provider
CSAF Trusted Provider

CSAF Lister

r -
LCSAF Aggregator _

downloading CSAF documents

s vendor A
vendor B




IACS 8 CYBERSECURITY
CONFERENCE @ ® @D @6

Who is issuing Advisories in CSAF?

BSI https://wid.cert-bund.de/.well-known/csaf/
' NCSC.nl* https://vulnerabilities.ncsc.nl/csaf

CISA https://github.com/cisagov/CSAF

| cert@vde (35 companies) https://certvde.com/de/more/csaf/

Microsoft, Redhat, Dell, Oracle, ... Go to https://vendor-domain/.well-known/security.txt and
Siemens, Schneider Electric look there
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Who is consuming CSAF?

* Please don’t do it manually

* Tools are still sparse /- don’t support
CSAF

* -BSl is working on integration in
DependencyTrack & netbox

* Please ask your supplier for providing

CSAF |
NS BN sz
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Key takeaways & actions

Number of vulnerabilities discovered is rising
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Malcolm —

A short introduction

Easy to use:

Powerfull traffic analysis: Full PCAPS & Zeek logs

Kibana, Moloch & Arkime

Expanding controll systems visibility:
Aim to provide parsers for ICS common protocols
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Under the hood -
The usual suspects

https://github.com/cisagov/Ma

National Cyber Security Centre
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Deployment —
Aimed at your needs

Malcolm (remote)

* Deploy as you need it \
Full stack analysis: Malcolm (server)
Only data capturing: Hedgehog (sensor)

* Scalable Analyst

Workstation
Forward Data from n Hedgehogs to Malcolm Switch SPAN Port Sensor
Or from n Malcolms from to Malcolm or Network TAP

*  Remote Accessible
Web Uls for SOCs and Analysts
User Management out of the Box

[ & O

. . e e . Local Zeek Logs
* Live and offline Data injection Local PCAP

d Offline PCAP
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Data Pipeline - Data Pipeline
Perfected Harmonie CEmV fiyara

{i CAPA 3] VIRUSTOTAL .
Carvec_i File Scan OpenSearch
hash- or signature-based Dashboards

 Beats and Logstash harmonizing

; 4
every input . m \
e  Integrated File carvers and — H — — y
scanners Zee ilebeat Lo OpenbSearch
» OpenSearch as base of truth for all
Web-Interfaces ‘n
* Kibana uriea KA
. Classic Log and alert inspection v ﬁ
* - Arkime (Viewer) Arkime
*  Session‘and communication analyses Arkime

capture

 Netbox
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In the field
Project MIDSE 4 ['mi:Tsa] (kitty)

7 obII Intrusion Detection System i Evaluation”
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Mission Report - Where we went

critical water sector, drinking water supply industry (2x network + 4x drinking water production)

critical water sector, wastewater disposal industry (2x sewer + 2x wastewater treatment)

critical energy sector, electricity industry (distribution networks)

critical infrastructure, waste management sector (thermal treatment)

critical transport & traffic sector, traffic control system i
critical infrastructure, health sector, patient monitoring

building control system for pneumatic tube

chemical industry, laboratory environments

building control system with intruder alarm system / fire alarm system / access control / lighting / polder
control / elevators / video / escape route control / media system / air conditioning / smoke extraction /...
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Findings: Start with the basics

-* Look what’s goingon: -
examine & monito e hetwork -

L — \
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The day to day with Malcolm

Pro: Con:

4+ asYappIi ation N |- (Still) missing parse

Dutch Authority for Digital National Cyber Security Centre
Infrastructure Ministry of Justice and Security

Ministry of Economic Affairs

IACS Coalition




IACS 8 CYBERSECURITY
CONFERENCE @® @@

Malcolm as a PoC
what is possible with CSAF

e oajt prlorlt ation of pa tches and updates + filter necessit
ct naming conventic 4 (S

N
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Our Work —

Improvement of Malcolm

_* Preliminary Device Detection and Device Characterization (DDDC)

\Vil= nlm-Netha D
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DINA-community — join the endeavor

.. DINA-community

(M Overview [ Repositories 5 [ Projects

Q, Find a repository...

ot-parsers | Pubic
a collection of OT and ICS protocol parsers for Zeek

@ Zeek &BBSD-3-Clavse ¥ 1 4 (D1 I

ot-assetdatabase Fuoic
&8 Apache20 %o w0 (o0 40

DDDC-Netbox-plugin ' pubic
The DDDC plugin for NetBox

@ryihon &8 Apache20 ¥F0 Y¥1 o o

ot-nmap-scritps  Puic

a collection of NMAP NSE scrips for OT protocolls

®La ¥o K1 o fyo
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@ Packages A People

Updated 6 hours ago

Updated 2 weeks ago

Updated on Dec 21, 2023

Updated on Dec 21, 2023
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(@) Overview

DINA-community

[ Repositories 5 [ Projects @ Packages A People

README . md

About the project

The aim of the Detection and Identification of Network Assets (DINA) project is to improve the information of the active devices and their

connections in industrial networks.
Central points to achieve this goal are

« Connection to Malcolm,

« Cooperation with INL/CISA,

« feedback from operators and

« further development by the community.

In order to make this easier, software is published under licenses such as Apache 2.0 or BSD.
In terms of content, the follewing focal points arise, which are stored in the respective repositories:

« Source of Truth
« Interface for different information sources

« Passive network analysis
« Active requests

Source of Truth

The asseI managemem tool Nelbo‘( serves as a user |nterlace for captunng assets. The "Device Detection and Device Characterization” Detect\on
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Reading time — Our Papers

Federa| Office
ﬁ Federal Office * for Infarmation Security

for Information Security

RECOMMENDATION: IT IN PRODUCTION

Monitoring and Anomaly

* Orientation Guide to Using Intrusion Dot e N etworks

1 et tion Systems oot
/

Today’s modern production networks feature a topology comparable to conventional IT
networks and increasingly use protocols that are also based on TCP*/IF*. These protocols
are addressed not only by intelligent control devices; sensors and actuators are using

. . 2 = s = g them ‘more and s ‘well. The sheer number of such com-

0 onitoring d Anc Orientation Guide to Using Intrusion ponent o coneon amon e e g s f vt e
L) «

. complexity. Industrial network elements and segments are connected by switches, while
Detection Systerns (ID S) firewalls and other monitoring solutions are deployed to safeguard the edges of network
& ~ ) segments and the gateways that link them. In this context, monitoring involves logging |
() () u I () X () S and analysing the dats snd fows thereof in 2 gven network, which mairly sids fn

anomalies that can impact ical and busin mcern

® quality, availability, safety’ and security® are some examples of the areas that can be af-
fected. The industrial networks of today are similar in structure {and often connected) to
- office IT networks. The threats this presents, which are comparable to those faced in
‘ 1 .. . ™ . Ve '1 . . | > conventional IT, require a focus on security. While using IT components from tradi-
tional office settings in production networks offers advantages in terms of costs, opera-
tions and user-friendliness, they also present more points of attack [see™]. This makes
monitoring and anomaly detection essential with regard to prevention, detection and
response.

‘This cyber security recommendation explains the basic principles of monitoring and
anomaly detection and also offers assistance in selecting related products.

1 Monitoring

Monitoring is a collective term for all types of direct and systematic identification, ob-
servation, or supervision of a process using technical resources or other corresponding
Version 1.0 systems (see ).

26 September 2022 Employed in virtually every area of the economy, industry, environment and many

TCP: Tranar e te
TP Intemet Pratozl.
Safety.

1
2
H i term of phyzicl and operational safely
: -

BSI-CS 134E | Version 1.00 vom 14/10/2019 Seite 1von 7
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Thank you for your
attention!
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