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Quantum Technologie:
Dreiging en Kai

Hoe kunnen organisaties quantum technologie gebruiken voor het beveiligen van

IT en OT infrastructuur
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Wie zijn Q*Bird?

e Qorspronkelijk een groep in
QuTech/TU Delft
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Q*Bird’s missie

e Systemen voor het huidige, en
oekomstige quantum internet y
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Quantum Technology: een game-changer

Superposition Entanglement

Dutch Authority for Digital National Cyber Security Centre IACS Coalition
Infrastructure Ministry of Justice and Security

Ministry of Economic Affairs

Intern gebruik



IACS 8 CYBERSECURITY s
CONFERENCE @ ®& D@ -

quantum
connectivity

®

Impact Quantum Technologi

el

0N 1oyl
211 “‘Uboﬂ

1 O1 0N CuuT

DO =g
s 001
10011107551 1000,

0013 5 . k.
el ~ Dutch Authority for Digital | National Cyber Security Centre i
Securlty . Infrastructure Ministry of Justice and Security IACS Coalition
Ministry of Economic Affairs
Intern gebruik



connectivity

=
=
2
=
5]
=
T

D@D

Netwerken worden kwetsbaar!
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AREUTERS SPECIAL REFORT

U.S. and China race to shield secrets from quantum computers

[Fo——
National Cyber Security Centre

Ministry of Justice and Security
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NIST Q&A: Getting Ready for the Post Quantum

Cryptography Threat? You Should be.

By Jobhn Russel

How utilities can keep quantum threats from crashing the
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Wanneer is/wordt dit een probleem?

Quantum resource availability and requirements by year, 2012-2036

@ |BM hardware road map A QuEra hardware road map 4 Proposed resource requirements to break RSA-20481

When number of available physical qubits meets resource requirements to break RSA-2048 (approximate projection;
Trend for physical qubit count required to break RSA-2048 - - Availability of physical qubits (including projectec
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ichele MO¥ca’s theorem

Decrypting RSA-2048: ~10* to 107 physical qu
within ~10 years in roadmaps of major QC pl b o N o . :
utch Authority for Digital National Cyber Security Centre
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Quantum Technology Monitor, McKinsey & Company (2024 EAN By f
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Oplossingen?

SECURITY AS A FUNCTION OF TIME FOR SOME
KEY EXCHANGE PRIMITIVES

—DH —PQC —QKD

SECURTIY PARAMETER

4 5 6 7 8 9 10 11 12 13 14
TIME IN YEARS

Dutch Authority for Digital National Cyber Security Centre ik
Infrastructure Ministry of Justice and Security IACS Codlition
Ministry of Economic Affairs

Intern gebruik



IACS 8 CYBERSECURITY
CONFERENCE @ ® &> @

Quantum om tegen Quantum te beschermen!
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Eerste generatie quantum netwerken

Classical ﬁ 0

Internet @
infrastructure
Encryptor Encryptor
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Quantum keys Quantum keys
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Quantum
Network

Central Detector

H S |

Qubit sender 1 . Qubit sender ]

(s N

» More Secure: The detector never knows the key information = not susceptible to detector
side channel attacks!

Scalable to many users = each user can exchange keys with any other user in the network

» Cost effective: Qubit sender End Node is cheap to add to the network

\> Upgradable: Central Detector can also connect other quantum devices! //
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Infrastructure Ministry of Justice and Security
Ministry of Economic Affairs

Intern gebruik



Physical Layer

[End Node]

[End Node]

SISO

d

—

N

End Node]

End Node]

Logical Layer

[End Node]

[End Node]

[End Nodr—;—] }

[End Node]

e
Mu.“:::

quantum
connectivi




IACS &¢ CYBERSECURITY
CONFERENCE /=& &® @

Track Record

POC with Dutch Bank F

» Securing a financial transaction for weeks

System installation in the Port of Rotterdam
» Deployed network connecting multiple users in Europe’s largest
harbor

P f ) | o
Rg::;'dam pvrtbase

L R

System installation in Educational and industrial Data Centers ﬁ ber m

» Deployed network in multiple operational data-center environments
» Running multiple users and use cases
Quantum
‘ Delta NL

System installation in Dutch government data centers ey
> Testing secure solutions for gov communications | fg“al ks kol 1ACS Coalition
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Schaalbare quantum netwerken in Nederland
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Waarom in de Haven van Rotterdam?

it s scurty ] Pors s s § St Techmologies n Digtatztn]
Port of Seattle shares details of a
cyberattack

September 19, 2024
By Syed Rakin Rahman
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DP World Australia has been the target of a cyber attack (source: DP World)

Cyber attack takes out DP World Australia port
operations

13 Nov 2023 by Jamey Bergman

Some port operations have resumed, but the Australian government said 'it does not
mean this incident has concluded’; more than three days into the attack, the
company said it is still operating under an emergency 'business continuity plan’

@ @ 9 @ Appbtoré

Economy

Suez Canal: What Was the Blockage’s
Impact on the Global Economy?

The crucial waterway that connects the Mediterranean to the Red Sea was blocked for

tems after the port identified system outages consistent with a

nearly a week and caused major disruptions to global trade. Dutch Authority for Digital National Cyber Security Centre IACS Coalition
Infrastructure Ministry of Justice and Security
Ministry of Economic Affairs
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28 april 2025 “A port is a berthing place for ships “

Rotterdam
(Van Dale)
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Pilot in de haven van Rotterdam

2MIN  SECURITY

Schaalbaar
O - quantumnetwerk wordt
realiteit in Rotterdamse
- 0 haven

™

Quantum Security Trial Using Quantum Key Distri e
Rotterdam
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Technologie supply chain
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Voorbeelden wereld wijd

HSBC trials quantum protection

for Al-powered FX trading SECLARATION ON A

QUANTUM COMMUNICATION
INFRASTRUCTURE

0 s g L U FOR THE EU

Shanghai

All 27 EU Member States

have signed a declaration agreeing to work
together to explore how to build a quantum d
communication infrastructure (QCl) across ,
Europe, boosting European capabilities

in quantum technologies, cybersecurity

;4'-.-'" '=AT- :
. , Polish Ministry Of National
JPMorgan Chase % D Defense: Quantum key distribu-

establishes quantum- WAL tion is a breakthrough in the secu-

secured crypto-agile - : . -
el rity of state entity communications
network

May 08, 2024

esearch findings on the use of quantum key distribution in state communications was held at the Club

of the Military University of Technology in Warsaw.
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Uitbreiding van het Randstad netwerk
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Q*Bird roadmap: verdere ontwikkeling

\ 2028 - Onwards
O 2026 - 2027 . Quantum Internet

. Scale OKD « Connecting quantum
2025 -2026 . Certified Systen systems /processors
) . Develop OKD » Reduced costs
. Improved architectures * “plug & play”
2024 « Redundancy network
- Deploy MVP » Connect different qubit types

« SNL OKD netowrks
« 2 EU OKD Networks

Lay the foundations for quantum internet Toward general purpose quantum internet
Deploy quantum-secured networks for data centres,
ope Q h Authority for Digital ional Cyber Security C e
critical infrastructure, governments, EuroQCl| I || [ i ks ey 4
Ministry of Economic Affairs
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Samenvatting & Take Away

? . T o

S aanvallen van Al, HPC en quantumcomputers

* Q*Bird (www.qg-bird.nl) biedt ultraveilige
communicatie en bescherming van digitale
infrastructuur, gebaseerd op de wetten van de

fysica.

* Q*Bird en partners bouwen een quantum netwerk
infrastructuur in Nederland, deze is open voor
nieuwe gebruikers!
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https://q-bird.nl/
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Join us in the guantum revolution!

* Meer informatie:
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