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BGP recommendations
In this BGP infographic seven recommendations to improve digital  
resilience are highlighted. For each recommendation there is a best practice  
if you fly over the appropriate step. Organizations such as ISPs and enter­
prises are encouraged to implement these recommendations as they will 
help to improve the security and stability of the internet. A resilient internet 
is critical for public welfare and economic stability.

BGP Monitoring 
and Detection
e.g. read more here

BGP  
Coordination 

e.g. read more here

Prefix 
Filtering

e.g. read more here

BGP AS Path 
Filtering

e.g. read more here

Bogon Filtering
e.g. for ingress filtering

read more here

RPKI
e.g. read more here

TTL Security
e.g. read more here
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7 best practices

http://www.enisa.europa.eu/publications/7-steps-to-shore-up-bgp
https://github.com/nttgin/BGPalerter
https://www.manrs.org/isps/guide/global-validation/
https://www.manrs.org/isps/guide/filtering/
https://tools.ietf.org/html/rfc7454
https://team-cymru.com/community-services/bogon-reference/bogon-reference-bgp/
https://www.ripe.net/manage-ips-and-asns/resource-management/certification
https://tools.ietf.org/html/rfc5082

